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Satsie's Pocket Guide to BIPs

open source

Download the printable PDF here

. . Meed help assembling? Check out these instructions.
Always available to read online for free.

There is also a Thai version &= made available by aekasitt.

Thai translation made by the
community!

Satsie's Pocket Guide to Taproot

Download the printable PDF here

Meed help assembling? Check out these instructions.

E* Batch signature validation =3
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o Standardization - SVZ fixes this by odding authentication and
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Haley Berkoe @HEerkoe - lun &
Love these! Thanks

Y
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share
with
friends

%, | identify as a layer 2 @satsie - Jul 24
New payjoin zine drops this week at Bitcoin 2024, Find or
for a copy!

I’m attaching a photo of them so you know who to look for.

Denver BitDevs @DenverBitDevs - Apr 6, 2023
EIP goodies for attendees tonight - thanks !
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Payjoin is a technique for batfching
Bitcoin transactions while preserving
privacy and block space.

Recall that;
1. Bitcoin uses the UTX0 model, and
2. coins (fransaction inputs and outputs)
can be of any value

Pretend Alice has 5 BTC in her wallet and she
sends 1 BTC to Bob. The transaction (tx) looks
like this:

INPUTS OUTPUTS

.5;
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Bob: [ want fo start using
payjoin. Can [ have a mailbox?

How BIP=77 works e’—ztr
>
i

Al
5.: -;-f""':r""‘ 3

]
A Lj're-:mrg Server: Sure! Here's your uddress_]

e

Bob: Hey Alice, anytime you want to send me BTC, use
r“'l':| mailbox 50 we can make it a pﬂ'j_c-lﬁ.

Alice: Ok. I want to send you BTC.
I've started a fransaction, and am
putting it in your mailbox. Add

your input and it will be a payjoin.

Bob: Look! [ have a payjoin transaction in my mailbox!
Let me add my input and put it back in the mailbox.

Alice: My turn to check the mailbox. The
payjoin transaction is in there and it's

complete. Now | can broadcast it to the
network!
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A FUN, GENTLE WAY TO LEARN

HOW BITCOIN WORKS

A beautiful, student
focused game. A sci-fi epic.

You’re mining now

The code you wrote in the previous lesson to Nonce

compute hashes over and over again is running. B87.45%10%°

A welcoming entry point
) ) ) It will stop once it's found a hash with ten T e
into bitcoin tech. leading zeroes. A5 Sob1git

See the nonce field incrementing? That's how i

many hashes you have tried so far!

Reflective of the best parts )( atacuns.
of bitcain. i

Below you will see your input converted to a hash

bb2a e32b 501f 7041 fd2e ba65 1dbd 9c00
8315 078f 53222 8cbf 81dl 8597 54cb6 de78



Understanding from a technical
standpoint seals the deal.

MADE TO INSPIRE A
NEW GENERATION The learning should be as cool and

unique as the technology.

TO FALLIN LOVE
WITH BITCOIN

Complements existing resources.

Find the hidden message

Let's find the very first block in the bitcoin blockchain. Click the button below to open a
blogk explorer exactly at block 0, which is called the genesis block.

croll down and expand the details on the one transaction that is s this block. Fi
the input called “Coinbase”. Mow look for the label "SCRIPTSIG (HEX]™. The value next to

itis an encoded message.




FOR EDUCATORS AND THE TECHNICALLY CURIOUS,
REGARDLESS OF BITCOIN BACKGROUND

Chopter 8, Building blocks v
@ Find the Smallest Transaction Block g 2

()

JavaScript
Block Data - :
Bitcoinrpe = ngu1r91 Isavingsatoshi/bitcoin "nf:t']
Bitcoin = Bitcoinrpe()

Each Bitcoin full node has a database. That's where blocks are stored and .
indexed by their hash. The full node keeps track of which blocks are candidates : 'E““i —|1 ENOE. 2 HELGHT, = 6929936}
at each height in the chain with a second index that maps height -> [block S e I r S I I e I l S

hashes]_ getBlockHeight (height) {
hashes = Bitcoin.rpe(’getblocksbyheight', CODE_CHALLENGE_2 HEIGHT);
The JISON-RPC API returns block data as JSON objects that include a e e

property txs which is an array of transaction objects.
bhash hashes) {

block = Bitcoin.rpc( getblock®, bhash);
Retrieve all the block candidates at height 6929996 and print the hash of the num = block.txs.length;

block with the fewest transactions in it.

num < txCount
txCount = num;
answer = bhash;

Those struggling to
— IR ,_ progress in their

Vanderpoole is sneaky! He mined valid blocks on top of invalid blocks, and invalid e

blocks on top of short valid blocks! It's a maze, a minefield, out there. You may need to Bitcoinrpc = require('@savingsatoshi/bitcoin rpcjs') s s s
keep track of several valid branches as you traverse the tree. There will be valid blocks = 2w Bitcoinrpcl)

with valid parents that are not in the longest chain! In the end, there will be only one > getTsFee = (tx) =>{ b I t C O I n ] O u r n e y
valid leaf with a greater height than all the others. L

Remember: Block objects returned by the JSON API have a praperty "prev” which
identifies that block's parent by its hash:

> fu getSubsidy(height) { . g l )
: } - .
= prev:387bddSc {

e hash:5d825b7a . v i / y

> validateBlock = (block) == { | : A V
} _ i
showtime = () == {
prev:5d825b7a prev:5d325b7a
Height 51 hash: fB5a78db hash:¢lad33dd b

65

A block is ONLY valid if:

Its coinbase output value is equal to the expected block subsidy plus the total
transaction fees in the block.

The block is a child of another VALID block. This is ensures a VALID CHAIN.

Return a JSON object with two arrays labeled "valid" and "invalid":

S bl bl Bitcoiners alike

} B Run the script




REAL LEARNING THAT HELPS L e —
YOU UNDERSTAND, EXPLAIN,
AND USE BITCOIN BETTER

I am Vanderpcoole and I have control of the private key Satoshi
used to sign the first-ever Bitcoin transaction confirmed in
block #170. This message is signed with the same private key.

H4vQbVDOpLK7pkzPto8BHourzsBrHMB3Qf5oYVmr 741 pPwdU2m6FaZZmxhd4dScHxF
oDelFCO9qGOPNAULSgMFth8k=

What does this even mean?

It's ambitious. You're
ambitious.

Chapter 5, Derive fhe message o o o W Y -
@ Derive the message

Derive the message from the transaction Paste the transacticn bloh

[ ] [ ] [ ] [ ] [ ]
B I t C O I n I S n O t I n e V I t a b le q It should be clear by just looking at the block explorer web page that a Bitcoin transaction has

many different parts. Some parts are just small numbers and some parts are larger chunks of

data. The Bitcoin protocol has a very specific algorithm for creating messages from transactions,

I t ' S u n d e r a tt a C k . 50 those messages can be signed by private keys.

We will summarize the process outlined here. It conveniently uses this exact same transaction as
an example.

To begin, we need the raw bytes that make up the complete transaction, Our block explorer can
help with this. Use the "hex" AP| endpoint and paste the entire blob of data.

number of inputs:

Bitcoin is for everyone v i R

hash of the tx that input #*8 came from:

index of input #8 in the funding transaction: BEBBROEG

scriptSig to authorize spending input #8:

input #*8 sequence:

You care about Bitcoin and - | ] B
a ll t h e t h i n gs th a t m a ke it e e unn&gg p"... c“gp"s' e
special

outut #1 value (48 BTC or 4,000,000,008 satoshis):
output #1 seriptPubley (Satoshi's own public key again, for change):




An expression of our love for Bitcoin

=t Assemble a block

O tribution t d Ki
You can make the following assumptions to complete your mission: raorit \ i = Z E ool et g
+ Alltransactions in the mempool have already been verified as valid. 1 json = pequire( 9 ' ¢ [ - - . :
* The coinbase transaction, and the weight it contributes to the block, can be ignored. . { ] : o — W - | . g I C O I n e e S I C a n e

json

You can view the entire raw mempool JSON file here. .txid = json.txid;
-weight = json.weight;
Or browse an excerpt of the file in this table for some basic patterns: -fee = json H

parents = json.parents;

Transaction ID Fee Weight Ancestors
Satoshis Weight units
W) : Block (mempool)
block = :
t mempool
62718643 43430 2020 e
block.pushitx. txid); = = = -

c27bdd2e 30168 1676 bd1d83ca block; -

f29aec7s J

importMempool From {j: - ’

18725711 5520 1840 3c6d4ad57 I ] : ) . .

L e Cratc our own Itc

nempool . push P Tra t tx)};

92blecS 24302 1676 39869536 T

10025d80
BeBcB624 B3390 1160 01f6094b
Sfec9at0 13716 1524 64121abl
©140fad6 13020 1488 7675c31c SeriiE output
d7066e71 16416 1152
B8016f17 15200 1600 S5e518bbe
BfaB20d5 20221 1108 3Ba62dcc

Wiew the json file here for the rest of the transaction data u Run the script

A LABOR OF LOVE
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